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• Identity Fundamentals

• Secure Identities & Access

• Multi-factor Authentication

• Passwordless Authentication

• Conditional Access





Azure AD Integration Scenarios 

Cloud Identity

Independent cloud identities.

Synchronized Identity

Single identity, enabling a same or 
single sign-on experience with 
Password Hash Sync or Pass-

through Authentication*.

Federated Identity

Single federated identity, enabling 
single-sign-on experience and on-

premises multi-factor authentication 
options



ON PREMISES

Azure AD 

Connect

Azure AD

Active 
Directory

Great user experience

Same passwords for cloud-based and 

on-premises apps

Disaster recovery option incase other 

authentication methods are unavailable 

Secure and compliant

Only non-reversible hashes are stored in 

the cloud

Leaked credential report available 

Integrated with Smart Lockout, Identity 

Protection and Conditional Access

Easy to deploy & administer

No on-premises agent needed

Small on-premises footprint 



Multi-Factor 
Authentication 
(MFA) overview



Verify user identities with strong authentication to establish trust

We support a broad 

range of multi-factor 

authentication options 

Push 

Notification

SMS, 

Voice
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Soft 

Tokens OTP

Hard 

Tokens OTP

Including passwordless

technology

Microsoft

Authenticator

Windows 

Hello

FIDO2 Security 

key 

Biometrics

Multi-factor 

authentication 

prevents 99.9% 

of identity attacks



Feature
Azure AD Free - Security 

defaults

Azure AD Free - Azure AD 

Global Administrators

Office 365 Business 

Premium, E3, or E5
Azure AD Premium P1 or P2

Protect Azure AD tenant admin accounts with MFA ●
● (Azure AD Global 

Administrator accounts only)
● ●

Mobile app as a second factor ● ● ● ●

Phone call as a second factor ● ● ●

SMS as a second factor ● ● ●

Admin control over verification methods ● ● ●

Fraud alert ●

MFA Reports ●

Custom greetings for phone calls ●

Custom caller ID for phone calls ●

Trusted IPs ●

Remember MFA for trusted devices ● ● ●

MFA for on-premises applications ●





Ridurre i rischi di attacchi utilizzando Azure AD Security Defaults - ICT Power

https://www.ictpower.it/sicurezza/ridurre-i-rischi-di-attacchi-utilizzando-azure-ad-security-defaults.htm






Overview
• Standards based MFA

• Supports TOTP, Push Approvals, 

Biometrics + Number Match

Windows 10
• Passwordless authentication – i.e. device 

registration in OOBE, Windows Hello 

provisioning 

Mobile
• SSO to native mobile apps







Signals

Block access

Require MFA

Allow access

Verify every 
access attempt

Limit access

Apps 
and data



DEMO
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